NudopmanuonHas naMATKA AJ1s1 00y4al0UIUXCs AJIS pa3MellleHus1 Ha 0(pUuIHaIbHbIX
HHTEPHET-pecypcax

C KaxabIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbLIE, A IIKOJIBHUKH OJIHU U3 CaMBbIX
aKTHBHBIX NOJIb30BaTeneil Pynera. Mexy TeM, IOMUMO OTPOMHOI0 KOJIMYECTBA BO3ZMOYKHOCTEH,
MHTEpHET HeceT U MpoOsieMbl. DTa MaMsTKa JO/HKHA ITOMOUYb TeOe 0€301macHO HaXOAUTHCS B CETH.

KomnbrorepHble BUpYCHI

KoMmnbroTepHbIi BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIIBHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIOCOOHOCTH K pa3MHOKEHUIO. B omonHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEIUTH UM MOJHOCTHIO YHUUTOXKUTH BCe (Paliiibl M JaHHbIE, OAKOHTPOJIbHbBIE
MI0JIb30BATEII0, OT UMEHHU KOTOPOTo ObLIa 3alyIIeHa 3apaXeHHas POorpaMMa, a TaKKe IOBPEIUTh
WIN Jja’Ke YHUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMU (aiiiamu B 11esioM. B OonbpiinHCTBE
CJIy4aeB paclpOCTPAHSIOTCS BUPYCHI UYEPE3 UHTEPHET.

MeToabl 3aIIMTHI OT BPEAOHOCHBIX POrPaMM:

1. Hcrnons3yii COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIN YPOBEHD 3alUTHI
OT BPEIOHOCHBIX IIPOIPaMM,;
2. [TocTosiHHO ycTaHaBNMBai MavTH (MKU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKU

YCTaHABIIMBAIOTCS C IEIIBIO JOPAOOTKU MPOTrPAMMBI) M JPyTrUe OOHOBIICHUS CBOCH OTEepallMOHHON
cucteMbl. CkaunBail X TOJIBKO ¢ opHUIMaIbHOrO caifta padpadorunka OC. Ecnu cymectByet
PEKUM aBTOMAaTUYECKOTO OOHOBIICHHS, BKITIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpPE TIO/ ITPaBaMU IOJIb30BATEIN, a HE a[IMUHHICTpaTopa. JTo HE
MO3BOJIMT OOJILIIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTALTUPOBATHCS HA TBOEM IIEPCOHATBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE TPOTPAMMHBIE IIPOLYKTHI U3BECTHBIX ITPOU3BOAUTENEH, €
aBTOMATHYECKAM OOHOBIIEHHEM 0a3;

5. Orpannyb pU3MUECKUI 10CTYN K KOMIBIOTEPY /AJIs IOCTOPOHHUX JIULL;

6. Vcnonb3yii BHEITHHE HOCUTENN HH(DOPMAINH, TaKhe Kak (ienka, JUcK uin (aiin u3
UHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHHUKOB;

7. He otkpsiBaii komnbroTepHbI€ (haiiiibl, TOTYUEHHbIE U3 HEHA/IEAKHBIX HICTOYHUKOB. Jlake Te

(ailnpl, KOTOpBIE MpHCIal TBOM 3HAKOMBIH. Jlydllle yTouHH y HEro, OTIPaBIIsI JIM OH TeOe HX.

Ceru WI-FI

Wi-Fi - 510 He BU nepeaaun JaHHBIX, He TEXHOJIOTHs, a BCEro JUIb OpeH 1, mapka. Eme B 1991
rojly HU/iepilaH/ickasi Komnanus 3apeructpuponaina 6pena "WECA", uto o6o3Ha4ano
cinoBocoueranue "Wireless Fidelity", koTopsbrit mepeBoauTcst Kak "GecrpoBoHAsS TOYHOCTB".

Jlo Haiero BpeMeHH Jloluia Apyras abOpeBuarypa, KoTopast ABJIseTcs TaKoH jke TEXHOJIOTuei. I1o
ab06pesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAApT BHICIICH 3ByKOBOH
texHuku Hi-Fi, uto B nmepeBoze o3HayaeT "BbICOKast TOUHOCTH".

Ha, 6ecriaTHBI UHTEPHET-IOCTYI B Kade, OTeNsIX U adpoNnopTax SBISIETCS OTIIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B HHTepHET. HO MHOT'HE 9KCIIEepThI CUUTAIOT, 4TO 00Iienoctynabie Wi-Fi
CETH HE SIBJISIOTCS O€30MaCHBIMU.

CogeTbl 110 6€30NACHOCTH PaGoTHI B 001Ie0CTYNHBIX ceTsx Wi-fi:

1. He nepenagaii cBoro nmuunyro nHpopmanuio yepe3 oomenoctymnabie Wi-Fi cetn. Paboras B
HUX, XKEJIaTeJIbHO HE BBOAUTH NIAPOJIM JOCTYIIA, JOTUHBI U KAKHE-TO HOMEpa;

2. Hcnone3yit u 0OHOBIISI aHTUBHUPYCHBIE TPOrpaMMBbl U OpaHaMayep. TeM caMbIM Thl
obe3omacuib celst OT 3aKayKy BUPYyCa Ha TBOE YCTPOUCTBO;

3. [Tpu ucnons3oBanuu Wi-Fi otkimtoun ¢ynkuuio "O6muii qoctyn K Qaitnam u npuHTepam”.
JlaHHas QYHKIUS 3aKPbITa IO YMOJIYAHUIO, OTHAKO HEKOTOPBIE MOJIb30BATENN AKTUBUPYIOT €€ /IS
yn00CTBa UCTIOIB30BaHUS B paboTe Uin yueoe;

4. He ucnons3yit nyonuunsiid WI-FI 11 nepenaunt TMUHBIX TaHHBIX, HATPUMED JUIA BBIXO/A B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOUTY;



5. Ucnonp3yit Tonbko 3amuiiennoe coenuuenue yepe3 HTTPS, a ne HTTP, T.e. mpu nHabope
BeO-aapeca BBoaM uMeHHO "https://";

6. B mo6unsHOM Tenedone otkmoun Gpynkmuio "Tlogkmouenue k Wi-Fi aBromarnaecku". He
JOMyCKail aBTOMAaTHYECKOTO MOJIKIIOUSHHsT yeTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CouuajibHble CeTH

CoupaipHble CETH aKTHBHO BXOMAT B HAIly )KU3Hb, MHOTHE JIFOM Pa0OTAIOT U JKUBYT TaM
MOCTOSIHHO. MHOTHE MoIb30BaTeIN HE IIOHUMAIOT, 4YTO I/IH(I)OpMaL[I/ISI, pasMCliCHHad UMU B
COLIMAIIBHBIX CETSX, MOXKET OBITh Hali/IeHa M UCIIOIb30BaHa KEM YTOIHO, B TOM YHCIIC HE
00s13aTeNbHO C OJTaruMHU HaMEePEHHUSIMH.

OcHOBHBIE COBETHI N0 $€30MACHOCTH B COIMATBHBIX CETSX:

1. OrpaHuyb CIIUCOK Jpy3eid. Y TeOs B APY3bIX HE JOIDKHO OBITh CIIy4allHBIX U HE3HAKOMBIX
JIFOAEH;
2. 3amumail cBoro YacTHYIO Ku3Hb. He yka3biBail maponu, TenedoHsl, axpeca, 1aTy TBOETO

POXKACHUS U APYTYIO JINYHYIO HH(OpMaLKIO. 3MOYMBIIIEHHUKHA MOTYT UCIIOJIb30BaTh JIaxe
UH(OPMAITUIO O TOM, KaK Thl U TBOM POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYIIBI,

3. 3amumiai cBOIO pPermyTaIuio - IEP>KU €€ B UUCTOTE U 33/1aBaii cebe BOMpoc: XOTel ObI Thl,
YTOOBI APYTHUE MOJIH30BATENN BUJIEIH, YTO Thl 3arpyaemib? [logymaii, mpexae ueM 4ro-To
OIyOJIMKOBaTh, HAITUCATh U 3arPy3UTh;

4. Ecnu Tel roBopHUIIb € JI0IbMU, KOTOPBIX HE 3HAEIlb, HE UCIIOJIb3YH CBOE PEaIbHOE UM U
APYTYIO TUYHYI0 HHPOPMALMU: UMsI, MECTO JKUTEIIBCTBA, MECTO Y4eOBbl U IpoYee;

5. U30eraii pazmemenus ¢pororpaduii B IHTEpHETE, TAC THI H300paKEeH HA MECTHOCTH, 110
KOTOPOI MO>KHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu perucrpanuu B cOuanbHON CETU HEOOXOUMO HUCIIOJIb30BaTh CJIOXKHBIEC IAPOIIH,
cocrosiye U3 OyKB U HUGP U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Jljig colManbHOM ceTu, MOYThI U IPYTUX CalTOB HEOOXOJMMO UCIIOIb30BaTh Pa3HbIC MAPOIIH.

Toraa ecnu TeOs B37IOMAIOT, TO 3JI0YMBIIUICHHUKH MOJYYar JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO
BCE cpasy.

DJIEKTPOHHbBIE TeHbI U

DNEeKTPOHHBIE IEHBIM - 3TO OYEHb YOOHBIN COCO0 IUIaTeX e, OAHAKO CYIIECTBYIOT MOLIEHHUKH,
KOTOPBIE XOTST MOJIYYUTh ITH JI€HBIU.

OJNEKTPOHHBIE ACHBIN NOSBUIIMCH COBCEM HENABHO U MMEHHO M3-3a 3TOIO BO MHOTHUX TOCYapCcTBax
710 CUX 0P HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM QyHKIIMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, IJIe UX pa3/ieisiioT Ha
HECKOJIbKO BHJIOB - aHOHHMHbIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3periaercs MpoBOIUTh ONepanuy 6e3 uaeHTU()UKAIIIY [T0JIb30BaTeNs, a B
HEAaHOHMMHBIX WJCHTH(QUKAIIHS MT0JIb30BATEINS ABISETCS 00s13aTeNIbHOI.

Takoke ciaenyeT pa3nuyarh IEKTPOHHbIE (PUATHBIE JEHBIH (PABHBI FOCY1apCTBEHHBIM BAJIIOTaM) U
AIIEKTPOHHbIE HE(HUATHbIE JEHbIU (HE paBHbI TOCYJapPCTBEHHBIM BAJIIOTAM).

OcHoBHBIE COBETHI N0 0€30NACHOI padoTe ¢ ITeKTPOHHBIMH ICHbTAMU:

1. [TpuBsku K cueTy MOOMIIBbHBIN TenedoH. DTo caMblil yIOOHBIN U OBICTPHIN CITOCOO
BOCCTAHOBMTB JOCTYH K cuety. [IpuBs3aHHbINi TenedoH MOMOXKET, ecliu 3a0y/iellb CBOM MIaTeKHbIN
MapoJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonw3yit ogHOpazoBsle mapoiu. [locie nepexona Ha yCHIIEHHYIO aBTOPHU3AIHIO Tebe yxe
He Oy/ieT yrpoXkarh OIMAacCHOCTh KPasky WIIM MepexBara IJIaTexHoro napoJis;
3. BeiOepu crnoxusbiit mapois. [Ipectynnukam OyeT He MPOCTO yrajaarh CIOKHBINA MapoJb.

HapnexHble naposu - 3To napoiu, KOTOpbIE COJlepKaT HE MEHee 8 3HAKOB U BKIIIOYAIOT B ce0sI
CTPOYHBIE U IPONHCHBIE OYKBBI, IM(PBI U HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HaK J0u1apa, pyHTa,
BOCKJIMIIATE IbHBIN 3HaK 1 T.I1. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE TaHHBIE HA CalTaX, KOTOPBIM HE 0BEPsELIb.



DJIeKTPOHHASA MOYTA

DNeKTpOHHAs OYTA - 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIIYTH 10 MEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPENCIISIIOTCS B KOMIIBIOTEpHOH ceTh. OOBIYHO
ANIEKTPOHHBIN TOYTOBBIN SIIUK BHITJISIIUT CISAYIOIIINM 00pa3oMm:
UMs_TIOJIb30Baresi@ums_j1oMeHa. Taxke KpoMe mepeaadu MpoCcToro TeKCTa, UMEeTCst
BO3MOXKHOCTb IepeIaBaTh (ailiibl.

OcHoBHBIE COBETHI M0 0€30NACHOI padoTe ¢ JIEKTPOHHOI MOYTOM:

1. Hano BbIOpaTh mpaBUIIbHBIN MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JYYIlle JOBEPATH TEM, KOTO 3HACIb U KTO MEPBbIN B
peUTHUHre;

2. He ykaspIBaii B TMYHOM movTe TUYHYI0 nHbopManuio. Hanpumep, mydiie BoIOpaTh
"My3bIKanbHbIN _(aHar@" nim "pok2013" Bmecto "Temal3";

3. Hcnonb3yii IByX3TalHYIO aBTOPU3ALUIO. DTO KOI/Ia IOMUMO HapoJisi HY’KHO BBOJIUTH KO,
npucbUIaeMblil 1o SMS;

4. Br16epu croskHbIN 11aposb. J[J1s KaK10Tro MOYTOBOTO SIIMKA JOHKEH ObITh CBOW HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXXHOCTB HAIlMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MOYKHOCTB;

6. Hcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil 1711 YaCTHOM MEPENUCKH C aipecaraMu,
KOTOPBIM ThI JIOBEPSCITb. ITO 3JEKTPOHHBIN aJIpec HE HAJ0 UCIIOIH30BaTh MPU PETUCTPALIMHA HA
dbopymax u caiitax;

7. He otkpsiBaii aiinbl u Apyrue BIOKEHUS B MUCbMaX, Ja)Ke€ €CJIM OHU MPUILIIM OT TBOUX
apy3ei. Jlydie yrouHy y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailiibl;
8.  Ilocne oxoHuaHus paOOTHI Ha IOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKJIAJIKH C CAiTOM He

3a0ynp HaxkaTh Ha "Berittu".

Ku6epOy1iuHT MM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOymnunr - mpecienoBanue cOOOIEHUIMH, COIEPKAIUMH OCKOPOJIEHUS, arpeCcCHIo,
3alyrMBaHue; XyJIUTaHCTBO; COI[HAIbHOE OOMKOTHPOBAHUE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHBIE COBETHI 110 00pbOE ¢ KHOEPOYITNHIOM:

1. He 6pocaiics B 60ii. Jlydmmii cmioco6: TOCOBETOBATHCS KaK ce€0sl BECTU U, €CIIU HET TOTO, K
KOMY MOXHO OOpaTUThCS, TO BHaUasIe yCIIOKOUThCA. ECu Thl HauHelb OTBeYaTh OCKOPOICHUSIMU
Ha OCKOpOJICHHMSI, TO TOJIBKO e1ie OOJIbIIE Pa30iOKeIb KOHPIHUKT;

2. VYopasnsii cBoei kubeppenyTaiuei;

3. AHOHUMHOCTD B ceTH MHMMas. CyllleCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTu Xynuranckuii o06pa3 BUpTyaabHOU *U3HU. IHTepHET pukcupyeT Bce TBOU
JeUCTBUS U COXPAHAET UX. YIAIUTh UX OyleT KpailHe 3aTpyIHUTENbHO;

5. Coburonait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Wrnopupyit eamHu4HbIN HeratuB. OAHOPa30Bble OCKOPOUTENbHbBIE COOOIICHHS TyYIle
UrHopupoBarb. OOBIYHO arpeccus NpeKpamiaeTcs Ha HadyalbHOU CTaIuu;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIICHUSMH, B COLIMATIBHBIX CETIX
€CTh BO3MOXXHOCTb OJIOKUPOBKH OTIPAaBKH COOOUICHHI ¢ ONpeeIEeHHBIX aJIpeCcOB;

8. Ecnu 161 cBUAeTENH KMOEpOysinHTa. TBOM AEHCTBUS: BHICTYIIMTH IPOTUB MIpecie0BaTes,

II0Ka3aTh €MY, 4TO €T0 ICUCTBUS OLICHUBAIOTCS HETaTUBHO, MOJAECPKATh )KEPTBY, KOTOPOW HYKHA
MICUXOJIOTMYeCcKast TOMOIIb, COOOIINUTE B3POCIBIM O (paKTe arpeCCUBHOTO MOBEJCHHS B CETH.

MoOunbHbIi TesedoH

CoBpemeHHbIe cMapTQOHBI U MJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIbIM (PyHKIIMOHAT, U
TENepb OHU MOT'YT KOHKYPHPOBATh CO CTALlMOHAPHBIMM KOMIIbIOTEpaMu. OJIHAKO, CPEJCTB 3AIUTHI
U1 TOJTIOOHBIX YCTPOWCTB MOKA OY€Hb Majo. TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX



MIPOMCXOUT HE TaK MHTEHCUBHO, Kak Juist [IK, To e camoe kacaeTcsi 1 MOOMIIbHBIX TPHUIIOKEHHI.
CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKH JOTHAN HACTOIbHBIE aHAJIOTH, OJTHAKO
pacirpenue (pyHKIIMOHAA BI€YET 3a COO0M OONBIIYIO CI0KHOCTh U MEHBIIYIO 3alIUIICHHOCTb.
Jlaneko He BCe MPOU3BOAUTEINN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHIECKUE YI3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OcHoBHbIE cOBeTBhI 1151 0e30aCHOCTH MOOWJIBLHOIO TesiedoHna:

1. Hudero He siBisieTcs mo-HacrosieMy OecruiaTHeIM. byab ocTopokeH, Beap Korja Tede
mpeIaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

2. Jymaii, pesxie ueM otrnpaBuTh SMS, $hoTo nau Buaeo. Tl TOUHO 3HACITH, TJI€ OHU OYIyT B
KOHEYHOM UTOre?

3. Heo0xonumo 0OHOBISTH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(doHa;

4. Hcnonk3yit aHTUBUPYCHBIEC TPOTPAMMBI JIJIs MOOMJIBHBIX TEIC(POHOB;

5. He 3arpy»kait npusnoxeHusi OT HEU3BECTHOTO UCTOUYHUKA, BEIb OHU MOT'YT COJEP>KaTh
BPEIOHOCHOE IIPOTPaMMHOE 00ECIICUCHHE;

6. ITocye Toro Kak Thl BRIMIEIIB C CaiTa, I71e BBOAWI JUYHYIO HH(OPMAIIHIO, 32l B
HACTpolKku Opaysepa u yganu cookies;

7. [Teproanuecku mpoBepsii, KaKue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOif HOMEp MOOHMIILHOTO TeJe(OHa TOIBKO JIFOASIM, KOTOPBIX Thl 3HACIITH H KOMY
JIOBEpSIEIIIb;

9. Bluetooth momkeH ObITH BBIKITIOUEH, KOTIIa THl UM HE MOJIb3yebes. He 3a0biBaii mHOTIA

MIPOBEPSTH 3TO.

Online urpel

COBpeMeHHI)IG OHHaﬁH-HFpI)I - OTO KpaCOYHbIC, 3aXBaTbIBAIOIIUC PA3BJIICUCHN, 06’[)6[[I/IH5[IOHII/I€
COTHHU THICSAY YEJIOBEK 10 BceMy MUpY. MIrpoku ucciaenyroT NaHHbIi UM MUP, OOLIAIOTCS APYT C
APYTOM, BBIIIOJHAIOT 3aJaHUs, CPAKAIOTCA C MOHCTPpaMHU U IMOJIy4arOT OIIBIT. 3a YAOBOJILCTBUEC OHU
IUIATAT: TOKYHAIOT AUCK, OTNIaYMBalOT Aa0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIIUH.

Bce atu cpeacTBa uayT Ha OAAEpKaHUE U PA3BUTHE UTPHI, a TAKXKE HAa caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPU3AIIMHU, BHIITYCKAIOTCS HOBBIC TaTy! (LU(POBBIC 3aIJIaTKH [T
MporpamM), 3aKphIBAIOTCS YI3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOUT OmacarbCs HE CTOJNBKO CBOUX COMEPHHUKOB, CKOJIBKO KPasKu TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3allii OOJBIIMHCTBA UT.

OcHoBHBIE COBETHI 10 0€30MIACHOCTH TBOET0 MTPOBOI0 AKKAYHTA:

1. Ecnu apyroi urpok BezeT ceds MI0X0 WU CO3JaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYil ero B
CIIMCKE UTPOKOB;

2. Toxanyiics aiMUHUCTpaTOpaM UTPhl HA TIOXO€ MOBEJIEHUE 3TOTO UTPOKA, JKEIATEIHHO
IIPWIOKUTH KaKHUE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii nruHy0 HHpOpMaILMIO B Ipodaiiiie urpsl;

4 VYBaxkall Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranasnuBaii HeodunaabHbIe TATYA U MOJIBI;

6 Hcnonp3yii coXHbIE ¥ pa3HbIE NApOJIU;

7. Jlaxe Bo BpeMsl UTPbI HE CTOUT OTKJI0YaTh aHTUBUPYC. [loka Thl urpaenib, TBO KOMIBIOTED
MOT'YT 3apa3uTh.

@UIIMHT WIH KPaKa JIHYHBIX JTaHHBIX

OOBIUHOM Kpakel IeHeT ¥ TOKYMEHTOB CErOHS YK€ HIUKOTO HE YMBHIIG, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIIJICHHUKH IEPEMECTHIIUCH B UHTEPHET, U MPOAOIIKAIOT 3aHUMAThCS
"Tr0OUMBIM" J1E€TI0M.

Tak mosiBUIachk HOBask yrpo3a: MHTEPHET-MOIIEHHHYECTBA WM (DUIIIMHT, TVIaBHAs 11e7Ib KOTOPOTo
COCTOUT B TOJTy4eHUH KOH(UICHIIMATBHBIX TaHHBIX MTOJIh30BAaTENeH - IOTHHOB 1 Tapoiei. Ha
aHruiickoM si3bike phishing ynraercs kak ¢pumuHr (ot fishing - peiOHas nosis, password -
MapoJib).



OcHoBHBIE cOBeTHI N0 00pbHOE ¢ PUIIMHTOM:

1.  Cnenu 3a cBOMM akkayHTOM. Eciiu ThI MO103peBaciiib, 4TO TBOSI aHKETa Obllla B3JIOMaHa, TO
HEOOX0IMMO 3a0JIOKHPOBATh €€ M COOOIIUTh aIMHHHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Hcnonw3yit Oe3omacHbie BeO-CalThI, B TOM YHCIIC, HHTEPHET-Mara3uHOB M MOMCKOBBIX
CHUCTEM,;

3. Hcnonb3yii cioxHbIC U pa3HbIe aposid. Takum 00pa3oM, eciiu TeOst B3JIOMAIOT, TO
3JIOYMBITINIEHHUKH TIOJTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(QIIIO B CETH, a HE KO BCEM;
4.  Ecnu Te0s B3110MaH, TO HEOOXOIUMO TPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBJICHBI Y TeOs B APY3bSAX, O TOM, UYTO TEOS B3JIOMAIIU ¥, BO3MOXKHO, OT TBOETO HMEHH OyJIeT
pacchuIaThCs CIaM U CCBUTKH Ha (PUITMHTOBBIC CATHI;

5. Ycranou HaaexHbIi naponsb (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTxI1r04M coxpaHeHue napoJs B Opaysepe;
7. He oTkpebiBaii (haitsibl U Apyrue BIOKEHHS B MMChMaXx, JIa)Ke €CJIM OHU MPHUIILIIH OT TBOUX

npyseit. Jlydiie yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3T (ailiibl.

n¢pposas penyrauus

[Mudposas pemyTanus - 5T0 HETaTUBHAS WM TIO3UTHUBHAsI HH(GOpPMALUs B CETH O Tebe.
Komnpomerupyromas naHdpopmanus, pasMelieHHas B MHTEPHETE, MOXKET CepPbe3HbIM 00pa3oM
OTpa3HUThCs HAa TBOCH peanbHOM >ku3HU. "Llndposas pernyranus” - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyercs u3 uHGopMalru 0 Tede B HHTEPHETE.

TBoE MecTO KHUTENbCTBA, yueObl, TBOEC (PHHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJM3KHUX - BCE 3TO HAKAIUIMBACTCSI B CETH.

MHorue noApOCTKH JIETKOMBICIIEHHO OTHOCATCS K yOJIMKauy JTWYHOH nHpopmanuu B IHTEpHETE,
HE NMOHMMasi BO3MOXKHBIX MocieAcTBUN. Thl 1axe HE CMOXKeIlb 10rafaThest 0 TOM, 4To (hororpadus,
pa3MeleHHas 5 JIeT Ha3a, cTajla IPUYUHOM 0TKa3a IPUHSTH TeOs Ha paldoTy.

KommenTapuu, pa3Mernienue TBoux ¢ororpaduil u Apyrue AeUCTBUS MOTYT HE UCUE3HYTh Jlaxe
MOCIIE TOTO, KaK Thl UX YJAJIUIIb. Thl HE 3HACIIb, KTO COXPAHIJI 3Ty HH(POPMAIIUIO, ITOTaJIa JIM OHA B
IIOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIM OHA, a IJIaBHOE: YTO MOAYMAIOT O Tebe OKPY’Karolliue JIFOAH,
KOTOpbIE HAWIYT U YBUIAT 3T0. HaliT mHpOpMAINIO MHOTO JIET CITYCTSI CMOXKET JIF000M - KaK U3
J0OpBIX MOOYX/IEHUH, TaK U C HAMEPEHHEM IPUYMHUTH BPeA. ITO MOXKET ObITh KTO YTOIHO.
OcHoBHbIE cOBeTHI N0 3a1uTe HUGPOBON penmyTanum:

1.  Tomymaii, mpex/e 4eM 4To-TO MyOJIMKOBATh U MepeaaBarh y ceOs B O10Te HIIM B COLIMATILHOM
CeTH;

2. B Hactpoiikax npoduis yCTaHOBH OIpaHMYEHHS Ha IPOCMOTP TBOETO MPOGUIIS U €T0
COAEPKHUMOTO, clieai ero ToabKo "ist 1py3en';

3. He pa3memaii u He yka3bIBail HHPOPMAIUIO, KOTOPasi MOXKET KOro-I1M00 OCKOPOIISATh UITH
00MXKarb.

ABTOpCKOE IPaBo

CoBpeMeHHbIE UIKOJIBHUKY - aKTUBHBIE M0JIb30BaTeIN HUPPOBOro npocTpaHcTBa. OQHAKO JaJIeKO
HE BCE 3HAIOT, YTO 0JIb30BaHWE MHOTUMH BO3MOXKHOCTSIMU LIU(PPOBOTo MUpa TpedyeT COOII0IeHHS
[IPaB Ha MHTEJJIEKTYaJIbHYIO COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHbIM TBOPEHUSIM YEJIOBEUECKOTO
yMa, HaunHasi ¢ HOBBIX H300pEeTEHHH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI U
YCIIyTH, ¥ 3aKaH4YMBasi KHUTaMu, poTorpapusiMu, KHHOQUIbMaMH U My3bIKaIbHBIMU
IIPOU3BEACHUSMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAyKH,
JUTEPATYpbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B KAYECTBE FapaHTUHU TOTO, YTO
MHTEJJIEKTYa IbHBIA/TBOPUECKUI TPy aBTOpa He OyJIeT HalpacHbIM, 1aCT €My CIIPaBeJIUBbIC
BO3MOKHOCTH 3apab0TaTh Ha pe3y/IbTaTax CBOEro Tpy/a, MOIYYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro Ge3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOAUTD €r0 MPOU3BEACHHE, PACIIPOCTPAHSTH,



yOJIMYHO JEMOHCTPUPOBATh, IPOAABATH, UMIOPTUPOBATh, IIyCKaTh B IPOKAT, ITyOIMYHO
UCTIOJIHAT, TOKa3bIBaTh/MUCIIONHATH B dHUpe WU pazmeniars B lHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOr0 00eCriedeHnss MOXKET IPUBECTH K MHOTUM PUCKaM:
OT MOTEPH TaHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOMCTBA, Ille YCTAHOBJICHA
HeJslerajbpHas mporpamma. He ctouT Taxoke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTajbHbIE U OECILIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAalTH B CETH.



